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This is the official Private Branch Exchange (PBX) hacking manual! The information found herein is provided to you strictly for educational purposes only. Also illegal methods are fully described, no illegal use of this information is sug​gested or implied. The tone used herein is close to what you actually find on hacker BBSs, and you must not inter​pret the tone as one telling you to do an illegal, unethical or immoral act. NEVER USE ANY OF THE INFORMATION FOUND HEREIN To COMM/TAN ILLEGAL UNETHICAL OR1MMORALACT.

I would also like to thank the considerable efforts made by Terminus and many unnamed hackers and phone phreaks for their substantial, intelligent and creative efforts to derive much of the in formation found herein.

The Scope of PBX Crime

PBX crimes, all grouped together, have resulted in enor​mous losses to American business (mostly medium size and large corporations) and government. The total PBX fraud losses to date have been estimated between $4 and $10 Billion The average dollar amount that a victim is hit for exceeds $90,000I $50,000+ per day in PBX fraud losses are not unusual. Thousands of business and government victims have suffered losses in the tens of thousands of dol​lars, hundreds In the hundreds of thousands of dollars, and dozens in the millions of dollars. A short list of PBX fraud victims would include such giants as IBM, American Ex​press, Procter & Gamble, Avnet, NASA ($12. Million), Christensen Boyles Corp., Mitsubishi, the DEA ($1.8 Mil​lion). It is interesting to note that many of the fraudulent DEA calls went to countries with heavy drug trades.

It should be noted here that many PBX access codes are not obtained through PBX hacking, but are obtained by using the more mundane methods of payphone and other surveillance, dumpster diving, property thefts, trickery, and compromised key employees.

A recent method of trickery is becoming popular, it related to hospitals, emergency services and other medical facilities, and is simple and particularly vicious. The trickery calls the hospital (from either inside or outside of It) and gets its PBX operator. He will then state that he is Dr. XY~ working for the medical facility and he needs an outside line immediately to contact a relative of an emergency room (0 other patient) about family medical history, usually emphasizing that it’s a 'Iife-and-death' 

situation.

Another trick that also works with non-medical facilities is for the trickster to call in and then ask for’ a particular exten​sion or department. Once connected to that extension/de​partment, the trickster asks to be transferred back to the switchboard, where he will pose as an officer or other.. employee of that department and ask for an outside line.

Brief History of Hacking & Phreaking

The term, ‘Phreaking’, originated In the early 1 960s when ‘Phone Freaking’ was a major activity of the radicals, hip​pies or yippies of that time. Since ‘Ph' is pronounced as 1P~ and matches with the ‘pH’ in ‘Phone’, the last term became “Phreaking’ (if you are uppercrust, you would probably pre​fer ‘Pr). The term, ‘Phreaking’ is pretty much interchange​able with ‘Hacking when hacking Is used to mean perform​ing technological mischief and mayhem.

Phone Phreaking quickly blossomed out to finding techno​logical defeats of all kinds. Most notably, an organization called TAP published its newsletter on technological defeats until the mid-1980s (when the FBI ran it out of business).

Also, since the mid-I 980s, the popularity of RF scanning has much increased (an art form that’s been around practi​cally since the radio was invented). And since then the downloading of satellite signals and the descrambling and decoding of these signals and cable signals have become widespread. Successful attempts (most notably by CAP​TAIN MIDNIGHT) have already been made to disrupt and Interrupt satellite communications traffic. And we’ve been told that one very large Christian network has overlaid its programs on a TV channel broad casting pornographic fare. As one Christian broadcaster told me, ‘All’s fair in love and hate!’

More recently, PBX and VMS (Voice Mail System) Hacking have come on to the scene. And it promises to explosively grow - becoming more popular than perhaps even Com​puter Phreaking. This manual is the most recent addition, as the AUTHORITY ON PBX HACKING!

More on Consumertronics & Others

Consumertronics is in business since 1971. in 1975, we published our first phreak manual, the first edition of ‘STOPPING POWER METERS’. In 1978, I was interviewed

on CBS ‘60 MINUTES’ by Mike Wallace. Since then, we have expanded to over 150 books, manuals, computer pro​grams, hardware items and to our popular SPECIAL PROJECTS and TECHNICAL RESEARCH SERVICES

consulting services. Our offers are primarily related to com​puters, phones, electronics, security, surveillance, energy, weaponry, financial and medical.

About half of our products are controversial in nature, and include, ‘VOICE MAIL HACKING’, ‘COMPUTER PHREAK​ING’, ‘PHONE COLOR BOXES’, CELLUL&R PHONE PHREAKJNG’, ‘ANSWERING MACHINES HACKING’, ‘BEYOND VAN ECK PHREAKING’, ‘AUTOMATIC TELLER MACHINES’, ‘CREDIT CARD SCAMS’, ‘ROBO​FONE AUTODIALER, ‘TV DECODERS & CONVERT​ERS’, ‘STOPPING POWER METERS’, ‘GAS P0’ ALL!’, ‘CONS & SCAMS’, ‘SECRET & ALTERNATE IDS’, ‘ROCKETS’ RED GLARE’, and many, many morel Please send $4 for our New COMBlNED CATALOG.

For further study into related areas, we highly recommend

VOICE MAIL HACKING, “PHONE COLOR BOXES, “CELLULAR PHONE PHREAKING” and “ANSWERING MACH1NE HACKING. For a terrific War Games Demon Autodialer, we highly recommend our infamous “ROBO FONE AUTODIALER”. And for hacking computer systems in general, we highly recommend “COMPUTER PHREAK​ING”. Note, that the author of this manual has a computer program specifically designed for Voice Mail Hacking by the Shark, called, “SCAN”.

All Consumertronics offers, including this one are sold strictly for educational purposes only. Author illegal methods are detailed, we do not suggest or imply any illegality what​soever.

CONSUMERTRDNICS

2011 Crescent Dr., P.O. Drawer 537

Alamogordo, NM 88310 (505)-434-0234 (orders only)

Other excellent sources of phone and computer Phreaking information is (please contact them for subscriptions and back issues):

2600 MAGAZINE

P.O. Box 752, Middle Island, NY 11953 (516).751-2600

CYBERTEK MAGAZINE

P.O. Box 64, Brewster, NY 10509 (no phone # currently)

The Moral Argument
Since first publishing “VOICE MAILBOX HACKING,” we have received dozens of magazine, newspaper, radio and even TV interviews relating to this topic in particular. You may have seen articles on us in the New York Times and Forbes Magazine just to mention two big ones. We turned down an interview with CBS “Street Stories.”

In fact. we are considered such experts in PBX hacking. that Forbes did a 1/2-page spread on us in their Aug. 3. 1992 issue - on no one else just Consumertronics!!

One frequently asked question goes like this, ‘Since you know that the people who buy your manuals can use this in​formation illegally, why do you sell it?’ The impression seems to be that our customer base consists entirely of phone and computer hackers. The truth is that we receive many orders just from ordinary folks, from educational Insti​tutions and from security and law enforcement entities, and we maintain a list of known crooks that we refuse to sell to. Many people order our products to protect themselves and the systems that they are responsible for. Yes, Virginia, we don’t discriminate - we also sell to known hackers. How​ever, more often than not, experienced hackers will provide us information to use in our 150+ offers (for which we are greatly indebted).

A major insurance company last year threatened to sue us because we published their 1-800 VMS number in our manual. Hackers had penetrated their PBX system at enor​mous cost to them. What they failed to overlook is that the reasons why their system was penetrated was because:

(1)
They didn’t properly protect their system by us​ing hard-to-guess passcodes. More than likely, they just used the default values.

(2)
They failed to properly monitor calls going through their system. Hundreds of bogus calls were routed through their system, many to foreign countries,, and yet they claimed that no one in their organization was aware of this until they received the phone Company bill.. 

(3)
The maker and. installer of their: system also bears some responsibility because they never informed the people of this company of the risks of having a VMS in​stalled on a multi-line system with External Call Forwarding. Nor did they install reasonable passcodes to protect the system. Nor did their system come with any kind of call monitoring feature that would have immediately alerted the end-user to likely fraudulent abuses. Since they are in busi​ness to sell VMSs (or PBXs), most makers apparently don’t give a rat’s ass as to whether or not the end-user is victim​ized by using their systems.

(4)
The security of any phone system is ultimately the responsibility of the carrier. I was told that their carrier was AT&T. The patterns made by fraudulent phone calls are generally easily detectable by the phone system soft​ware. However, since the end-user is almost always ulti​mately stuck with the phone bill and Ma Bell makes enor​mous profits from this illegal trade, doubt if you will ever see them act in any kind of responsible manner to end-us​ers.

(5)
Their 1-800 number was derived from a list posted on a popular hacker BBS and accessible by thou​sands of hackers worldwide. Basically, by our publishing their number in a medium more likely to alert them, we were doing them a service. And to our knowledge, it is legal to publish lists of business 1-800 numbers, just as long as one does not recommend an illegal use of them.

There is a very important message that have been trying to get out for decades. The message is that the more tech​nological our society becomes and the more reliant we be​come upon it, the more at risk we are to catastrophic fail​ures and system compromises. We are cutting our own throat! Increasing system security is at best only a tempo​rary solution to a small number of security-related problems in problem-filled systems. Eventually, the new measures are defeated, and each new measure to patch up a system adds more complexity, problems and risks to the system.

Eventually, a point Is reached In which further increases in security have little or no effect. We’ve already seen this happen with computer viruses. For years, there was a race between virus and anti-virus creators. The point has now been reached that there are so many new viruses and new types of viruses that to create an anti-virus program to stop even most of them would so bog down the typical system that you couldn’t reasonably use it. More than 50% of all (1,500+) viruses that your system can be exposed to cannot now be detected by any anti-virus software on the market.

Our books and manuals act as a warning to the public that we are going too fast and too far with technological “im​provements” of our society, and that if we don’t back off soon, catastrophic failures and compromises are inevitable. The lives of millions of people are in the balance.

We Need More Information!

If you have any information on the hacking of PSXs, VMSs, cellular phones, credit and debit cards or ATMs, or on any other survival topic we publish, please rush it to us. Although 75% of the information we receive is contributed to us free, if your information is very substantial, hard-to-get and im​portant, and you want payment for it, we will negotiate a price for it. in this case, please let us know.

Because of losses we sustain from crooks distributing pi​rated copies of our manuals, we cannot afford to offer large up-front payments for contributed information as we would prefer to do. In most cases involving information contribu​tions of at least 50% of a publication’s material, we provide the contributing author 30%-50% of the gross income from sales of a manual for two years, as we have done here.

We are a small family-owned and operated business owned by a disabled veteran. We are robbed every time a scum-bag crook sells or distributes a bootlegged copy of one of our products. Our products are available only through Consum​ertronics (2011 Crescent Dr., Alamogordo, NM 88310 505-434-0234). No one else is allowed to deal in or distribute our products, and we never upload them to BBSs or allow them to be distributed for clubs, seminars or classes. If you find anyone ripping-off our copyrighted offers, please report them to. us immediately. We offer rewards of 10% of the re​covered amounts. And please do NOT patronize the low-life parasites that are so lazy, stupid and no good that they try to make a living by stealing from others. In my view, they deserve to be trashed on the spot!

Anonymous contributions are 100% acceptable. We are in​terested only in the facts - your ID is not important to us. On the other hand, if you wish credit (ex: a by-line), you must tell us so in writing and we will give you a by line (in your name or handle), and-or a write-up and-or a small ad, whichever you prefer.

Introduction to PBX Systems

PBXs are in-house phone systems set up by mostly me​dium-to-large-sized companies with long distance features to make long distance phone calls at much lower than nor​mal carrier prices by essentially buying phone services in bulk. For example, the common type of 1-800 service, called WATS (Wide Area Telephone Service), comes in two flavors: OU1WATS and INWATS. OUTWATS lines only permit 1-800 phone calls to be made from the company, while INWATS only permit 1-800 phone calls to be made to the company. PBXs act like miniature phone companies with INWATS for the incoming calls and OUTWATS for the outgoing calls. Together, these services are called ‘Direct Inward System Access’ (DISA). On PBXs with DISA, DISA can be accessed simply through the access code route. And many PBXs also allow for access to DISA through their VMS systems.

Typically, OUTWATS costs a flat rate of about $2,000 per month per line, regardless of how many calls are made on it. While this may seem like a lot of money, it permits an unlimited number of long distance phone calls to be made from the corporation, and when you have a big company1 your outgoing calls may run several hundred per day.

The INWATS service permits employees to call its 1-coo number (different than the OUTWATS #), get a tone, enter an access code (3-4. digits long), obtain an outside line, then dial out just like any employee right, there at the com​pany. And-or to. leave/retrieve; messages. on the PBX’s VMS. This is great for employees who’ are. frequently on travel - salesmen, buyers, executives, repairmen, etc. No more do they have to worry about motel, payphone and credit card. overcharges for phone usage when out of the office. And no more struggling with payphone and long dis​tance operators.

Computer-Based PBXs

To get a better understanding of what a PEX can do, here are a few basic fundamentals. The modern PEX is a combined computer, mass storage device, and of course a switching- communications system that can:

{l}
Produce itemized, automated billing procedures, to allow the identification and management of toll

{2}
Combine day time voice grade communication circuits into wideband data channels for night time high speed data transfers.

{3}
Handle Electronic Mail i.e.: E-Mail {including office}

{4}
Combine voice channels into a wideband audio/visualcircuit with the ability to transfer and capture slides flipcharts and pictures of all kinds

Both the external and internal calling capacity of the PBX system must be carefully considered because many business operations run a very high ration of internal station to station dialing and a low capacity system will not handle the traffic load.

One critical factor is the number of trunks and the Central Office ice Facilities that are used outside connections An​other the number of junctions {links} that make up the

To understand the services available on a typical computer run PBX, it is necessary to introduce the subject of time-di​vision switching In a time-division switching all connections are make via, a single common bus called (of course) a time-division bus . Every line trunk that requires a connection with another is provided with a part cim2it. All part circuits have access to the time-division bus through a time-division switch. [When two parts require connection, their time division switches operate at a very high fre​quency (16,000 tines second). This technique, which is called speech sampling allows many simultaneous connections, the same time-division bus. 

Each is assigned a interval, the tine slot, and the of time slots identifies the number of simultaneous connections, among parts.]

The next critical item is circuit PACKS. The system elements  lines, trunks, switches, memory and control — are plug-in circuit packs. lire circuit pack contains a number of lines 4). But the assignment of station numbers to actual phone lire its is flexible. system memory is contained in circuit packs which the call processing functions. The circuit packs are held in small frames called carriers within each 

carrier, the circuit are plugged into positions: the slots . Every circuit can be addressed by, say a 5-. digit number which tells its location by carrier-slot circuit. there can be 3 types of carriers in a modern PBX system:

(1)
Line Carriers

(2)
Trunk Carriers

(3)
Control Carriers

The line carriers contain station lines. In AT&T's Di​mension model, for example, a total of 52 to 64 lines are provided. The trunk carriers contain slots for 16 trunk circuit packs control carrier in​cludes processor, memory control circuitry, data channels for attendant console control and traffic measurement outputs.

PBX systems will directly reflect the types of services offered at the Central Office.:

(1)
Common Control Switching Arrange​ments (CCSA)

(2)
Common Channel Interoffice. Signaling (CCIS)

(3)
Picturephones

CCSA permits any unrestricted phone station to call any other internal or external system station by using the standard  7-digit number. Alternate routing is a feature of

service. interfacility, alternate routed calling paths are accomplished at the phone company central off level,

at the PBX level.

A system of interest to large scale phone users is CCIS. Typically, this technique employs common channels to carry all interfacility instructions Dial pulses, one hook (idle), off-hook (busy), and so on, between two switching centers. CCIS replaces older methods of interoffice f ice signaling such as in band and out-of-band techniques. former (in-band) transmits signaling data within the normal conversation bandwith. Its shortcoming is that false information may be transmitted due to unique tone or noise combinations up in the talking path {this is the of​ficial reasoning}. Out-of-band signaling techniques placed the interoffice data in special channels generally adjacent to and immediately above the voice path. To preserve interchannel integrity, out-of-band signaling requires effi​cient filtering or greeter band guard separation between

Terminus
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PBXs and WATS

Since ESS has made blue boxing much more dangerous, hackers first turned to Sprint, MCI and other carriers to make free long distance phone calls. However, today these carriers are about as dangerous to try to box on as AT&T was. Now, hackers have turned to cellular phones and local WATS PBXs to meet the ever increasing demand for free long distance calls.

Every PBX has at least one incoming line to the switch​board to receive phone calls and one dedicated outgoing line (i.e.: for outgoing calls only). In some cases, the incom​ing line call will be answered by the PBX. equipment dialtone and. in other cases by the switchboard. operator. Usually, the dialtone sounds different than the normal phone line dialtone and will sound differently between PEX systems. PBX dial tones are longer in duration than the normal dialtone, and can thus be detected by a program with a timing feature. In some cases, a computer-synthe​sized voice will answer. In many PBX systems that use an operator, if you call between 6 PM and 7 AM, you’ll get a dialtone, and the operator only between 7 AM and 6 PM.

Those PBXs which answer with a dialtone are easy to find if you have a modem or other hardware device that can monitor the phone line and that will return the proper Re​turn Code to the autodialing scanner program. There are a number of autodialing scanner programs available that will provide the Return Codes and that will automatically save to disk, printer and-or monitor those calls that provide the Return Codes of your choice. Of course, this requires a modem that was designed to detect PBX dialtones. This program should also have the capability to automatically generate and dial numbers on either a sequential or ran​dom basis.

Phone lines experience all different kinds of activities that can be mis-identified as PBX dialtones: BBS carriers, FAX carriers, noisy answering machines, yelling on the phone, the tone side of a loop, crosstalk data streams, a Sprint, MCI, etc access node, etc.

After your computer obtains your PBX list, dial them one at a time. When you get the PBX dialtone, enter 3-8 digits to try to guess the code (one every few seconds). You should then get either a busy signal or a high-low tone (“reeler" tone), or the PBX will hang-up on you or tell you that you entered a bad code. A reeler tone indicates that a bad code was entered, as does a hang-up or bad-code mes​sage. Note that some older PBX systems don’t even use security codes! You simply call them up and press “9” or “8” and bingo, you’ve got an outside line!

If the code is 3 or 4 digits, more than likely, there will be only one code, and thus sequential code testing is prob​ably the quicker way of getting to it. If they are 5+ digits, there may be more than one code. If there are 3 or 4 dig​its, the dials the access number, waits for the dialtone, then dials the code digits and waits about a second, then presses “1”, and then listens for a second dialtone. If the second dialtone is a reeler tone or the system hangs up or tells you that you entered a wrong code, you then try again. If the second dialtone is a normal dialtone, then you’ve busted through to the outside line. Note that pressing the “1” above is done to quiet the dialtone. “lxx” and “lxxx” are valid extensions on most PBXs.

The valid code (finally!) will produce the same outside line dialtone that anyone working in the PBX facility will hear when he picks up the phone and presses “8”, “9” or “7• (a few systems) to get an outside line. And you have the same capability to place local and long distance calls as does he! As they say, “You’re in like Flynn.”

Once you have broken into the PBX, you can dial all ex​tensions directly. In fact, unless the local PBX has an OUTWATS line, dialing extensions is what they normally do anyhow. In most facilities, one of these extensions is the in-house public address (PA) system. You can then talk to the entire facility, as if you were their CEO, from the comfort of your home. ~797~ and “1 234w, in the past, have been popular PA extensions, and some still use them, so try these out first. Also common extensions include many voice lines, modems, faxes, etc. Once you’ve broken into the system, you can usually explore around for all kinds of interesting stuff.

Since hacking long distance PBXs usually requires a lot of 1-800 number dialing, and Ma Bell frowns upon that, it is almost always safer to hack local PBXs. Since your local PBXs, once broken into, will allow you to make long dis​tance calls, it doesn’t make much sense to hack long dis​tance PBXs.

Hacker BBSs usually have extensive listings of PBX num​bers for most major urban areas. If you intend to hack PBXs, you might consider picking on those big-shot jerks that rip-off everybody, international corporations, foreign corporations, or those that mess up the environment.

If you know that a PBX has recently been heavily abused by many outgoing long distance calls, after a few weeks (or when they normally get their phone bill), you should lay off of it for a couple of months. That’s because they, may start tracing calls. When you come back, you’ll probably find that the access code has been changed, and you’ll have to re-hack it.

The Benefits of Hacking PBXs

How can hackers benefit from hacking PBX? There are many uses for PBXs - some are very profitable to hackers. Since almost all PBXs have VMSs (as well as External Call Forwarding), If you hack enough VMS boxes on a par​ticular system, you are then in a position to sell them for profit. Order Lines (that use credit cards) run on VMS. If you hack a 1-800 VMS, you can use your box to keep in touch with your friends or relatives free of charge - effec​tively another form of the infamous Blue Box. You can run code-lines (for exchanging codes), or use them to run a scam - the possibilities are virtually endless! For much more information on VMS hacking, see our infamous "VOICE MAIL HACK1NG" manual.

But certainly the biggest reason why a hacker hacks a

PBX is to gain an outside line where he can then dial out.

The benefits of being able to use somebody else’s system

to dial out are numerous:

(1)
To make long distance calls, for free, particu​larly to foreign countries.

(2)
To complete 1-800-544-6363 Conference Calls.

(3)
To make 1-976 calls.

(5)
To make 1-900 calls.

(6)
To make local calls for free.

(7)
To avail yourself of many on-line voice/data ser​vices.

(8)
To conceal the origin of the call for whatever reason.

(9)
To operate a booky, prostitution, sex call, narcotics or other illicit operation.

Of course, most of these reasons - particularly the long distance calls to overseas destinations - end up being very costly to the owner of the PBX.

Although hacking a PBX’s VMSs is one way to get an outside line, the more direct and popular method is to penetrate the PBX directly through its access code. The hacking process is fairly straightforward.: The hacker penetrates the PBX either directly (by entering the PBX’s access code) or through its VMS, then gets an outside line, then dials his long dis​tance number. In many urban areas, a very brisk trade is done by hackers who, as a profession, penetrate P8Xs, then sell the access codes to gangsters and street huck​sters (le: call-sell operators) for as much as $10,000 each (as compared to $50-$100 for hot credit card numbers). The gangsters use the access codes to place free long distance phone calls to their associates in such places as Colombia and Pakistan. The Street hucksters then, for a small charge ($10-$30 each), hook up their customers to their long distance parties for a few minutes of time. This is a popular and cheap way for new immigrants to call home. in major urban areas, you can often see long lines of them in front of payphones doing this. Thus, the great bulk of all PBX hacked calls go to foreign countries, so PBX owners are inevitably stuck with large-to-huge phone charges.

There is now a great debate as to who should sustain the losses for this fraud, and right now, the PBX owner is al​most always the one stuck with most of the bill.  It is our view that the carrier - Ma Bell - is ultimately responsible for system security, and it’s Ma Bell should be held responsible for all of these losses.  Generally, Ma Bell will discount fraudulent charges by 20% to 30% if the PBX owner bitches loud enough, but when you consider the enormous profit that Ma Bell makes off of its long distance charges, in the final analysis, it makes a hefty profit from these frauds. Only when Ma Bell gets stuck with all of the bill will you ever see Ma Bell doing anything substantial to eradi​cate this virulent form of fraud that has already financially ruined thousands of small and medium companies and has crippled even some large ones. In fact, more than one phone system expert has told me that, because Ma Bell can stick the PBX owner with most of the charges and thus highly profits from them, it purposely leaves major holes in

phone system security to encourage these frauds.

3rd - Party Frauds
3rd-Party Fraud is defined herein as any technique for call​ing long distance and other tolled services in which another unwitting (le: 3rd) party is billed for. Some effective methods for doing this:

(1) The Ignorant Operator Silent Approach" This technique requires a silent terminal (a number you call that answers but does nothing), or a VMS that answers and has nothing recorded on the greeting. You complete this 3rd-Party Fraud Call almost the same way you do the original with the VMS.

You’re at a payphone and you dial the number you want to call in this format: 0-xxx-xxx-xxxx. When you hear the Billing Operator ask you, "How do you want this call billed?" Tell the operator to bill through the 3rd-party. And then

General Information About ESS

Most phone systems today are ESSs (Electronic Switching Systems). ESS has revolutionized the phone industry, and has created considerable problems for hackers. For ex​ample, older-style blue boxes now either do not work on ESSs or are risky to operate on them.

The reason for this consternation is that under ESS, every number you dial local or long distance - answered or not

- is recorded by the Ma Bell ESS computer practically until the end of time! In fact, every tone you put on the line is recorded. And all is nearly instantly available from any Ma Bell terminal, simply by punching in your phone number. No longer is it necessary for phone technicians to rush down crowded rows of relays and tangled wires to trace out a line as they used to do in the crossbar days and B movies. And with computer storage comes the power of the computer to sort, correlate and analyze your phone us​age for any period of time or under any other criteria.

Ma Bell, through comprehensive studies, knows the typical uses (i.e.: phone calls made and received) that home and business phones experience, and their program automati​cally analyzes all of their customers for uses that fall out of the expected patterns. For example, the average legit home phone call to a 1-800 number is 3 minutes or less long and about 5 of them are made per month. If you’ve make 27 1-800 calls in a month’s time, average length of each at 19 minutes, you can bet your next tax refund that the security people at Ma Bell are glaring at your printout in their fat, sweaty hands. And if you repeat your pattern for, let’s say, 3 months, you can bet that these same people are now regularly listening into your phone calls without your permission or knowledge, as well as record​ing them.

Of course, there are certain calling patterns that are par​ticularly monitored by Ma Bell. Heavy usage of 1-800 num​bers is one. They even produce what’s called the "800 Ex​ceptional Calling Report." Another is the use of tones that are not available to the user on his 12-key keypad- par​ticularly the 2600 Hz tone popularly found in older blue boxes. Ma Bell also looks for time patterns - for examples, unusual flurries of late night calls and sequential dialing activity. And Ma Bell pays particular attention to people who they suspect or know as hackers.

However, as usual, smart hackers keep one step ahead of Ma Bell. They do this by:

(1)
Dialing numbers during the busiest parts of the day.

(2)
Scanning numbers and codes on a random ba​sis.

(3)
Making calls as short as possible.

(4)
Avoiding 1-800 numbers as much as possible.

(5)
Making 3rd-party calls, some of which are de​scribed herein and in our popular PHONE COLOR BOXES manual (non-PBX methods).

(6)
Using cellular phone techniques (see our "CEL​LULAR PHONE PHREAKING MANUAL").

(7)
Relying heavily upon payphones.

(8)
Encrypting, scrambling and encoding calls so that Ma Bell eavesdroppers can’t generate evidences based upon call content.

(9)
Using voice disguising equipment.

PBX (10) Avoiding Over-abusing any one phone, VMS or

(11)
Using stolen credit card. numbers to make phone calls.

Recent technological advances and trends in phone sys​tems have also been very beneficial to hackers. These in​clude:

(1)
Cellular Phones.

(2)
VMSs.

(3)
Direct Dialing Overseas.

(4)
External Call Forwarding.

(5)
Credit Card Calling.

ESS is causing great concern to civil libertarians and all others who value their privacy, because with ESS, Ma Bell

- thus the Government and anyone else who can use or penetrate their system - can compile a tremendous amount of information on people’s interests and life-styles. At most all that would be involved is changing some com​puter software. People could then be surveilled as indi​viduals or as classes of people. Innocent people could be placed into all kinds of horrendous scenarios - particularly, when you consider how phone call data can be linked with other Government and commercial database data (see our TMCREDIT REPORTING ENTITIES manual). Some ex​amples:

(1)
You dialed the wrong number and got a criminal instead. The police, with Ma Bell’s ESS records in their hands, could implicate you as a co-conspirator of the criminal - even if you made the call prior to the commission of any crime and prior to the police having placed a tap on his line.

(2)
You. place a phone order for a gun. Later, the Government decides to confiscate all guns in your area. Ma Bell gives them their ESS records of all calls made from your area to gun shops locally and nationally. The Swat Team shows up and wipes out you and your family in its zeal to get your gun.

800 EXCHANGE LIST

AT&T. MCIs US SPRINT EXCHANGES.


221-ATT 222-ATT
223-AT?
225-ATT


227-ATT 228.ATT
231 -ATT
232-ATT


233-ATT 234-MCI
235-ATT
237-AT?


238-ATT 241-ATT
242-ATT
243-ATT


244-ATT 245-ATT
247-ATT’
248-ATT


251-ATT 252-ATT
253-ATT
255-ATT


257-ATT 258-ATT
262-ATT
272-ATT


273-ATT 274-MCI
283-MCI
284-MCI


287-All’ 288-MCI
289-MCI
292-ATT


321-ATT 322-ATT
323-ATT
325•ATT


326-SPR 327-ATT
328-ATT
331-ATT


332-ATT 333-MCI
334-ATT
336-ATT


338-ATT 339-ATT
341-ATT
342-ATT


343-ATT 344-ATT
345-ATT
346-AlT


347-UTC 348.ATT
351-ATT
352-AT?


354-MCI 355.SPR
356-ATT
358-ATT


359-SPR 362-ATT
365-MCI
366-SPR


367-ATT 368-ATT
372-ATT
382-ATT


388-MCI 392-ATT
395-MCI

421-ATT 422-AtT
423-ATT
424-ATT


426-AtT 427-ATT
428-ATT
431-ATT


432-ATT 433-AtT
437-ATT
438-ATT


439-ATT441-ATT
442-ATT
443-ATT


444.MCI 445-ATT
446-ATT
447-ATT


448-ATT 451-ATT
452-ATT
53-ATT


456-MCI 457-ATT
458-ATT
462-ATT


464-ATT 468-ATT
472-ATT
473-SPR


477-MCI 479-ATT
482-ATT
483-ATT


487-S PR 488-SPR
492-ATT


526-ATT 527-ATT
528-ATT
530-MISC


531-ATT 532-ATT
533-ATT
535-ATT


537-ATT 538-ATT
541-ATT
542-ATT


543-ATT 544-ATT
546-SPR
547-ATT


548-ATT 551-ATT
552-ATT
553-ATT


554.ATT 555-ATT
556-ATT
558-ATT


562-ATT 572-ATT
582-ATT
592-ATT

621-ATT 622-ATT
624-ATT
626-ATT


627-MCI 628-ATT
631-ATT
632-ATT


633-ATT 634-ATT
635-ATT
637-ATT


638-ATT 641-ATT
642-ATT
643-ATT


645-ATT 647-ATT
648-ATT
652-ATT


654-ATT 662-ATT
664-SPR
666-MCI


692-SPR 672-ATT
678-MCI
682-ATT

692-ATT

722-ATT 726-SPR
727-MCI
729-SPR


732-ATT 733-SPR
735-SPR
736-SPR


742-ATT 752-ATT
759-MCI
762-ATT


767-SPR 772-ATT
776-SPR
777-MCI


778-SPR 782-ATT
792-ATT


821-ATT 822-ATT
824-ATT
825-MCI


826-ATT 827-SPR
828-ATT
829-SPR


831-ATT 832-ATT
833-ATT
835-ATT


842-ATT 842-ATT
843-ATT
845-ATT


847-ATT 848-ATT
849-ATT
851-ATT


852-ATT 854-ATT
855-ATT
858-ATT


860-SPR S62-ATT
866-MCI
869-SPR


873-MCI 874-ATT
876-MCI
877-SPR


879-MCI 882-ATT
885-ATT
888-MCI

892-ATT

922-ATT 932-ATT
937-MCI
942-ATT


950-MCI 952-ATT
955-MCI
962-ATT

972-ATT 982-ATT
992-ATT
999-MCI

PBX Phone Lists

If you have fresh PBX (or VMS) 1-800 numbers, please pro​vide them to Consumertronics (2011 Crescent Dr., P.O. Drawer 537, Alamogordo, NM 88310 505-434-0234). We are NOT interested in specific access codes, so please do NOT include actual access codes in your data. However, we are interested in access code lengths and formats, so please include that information if you have it.

NOTE:
This list Is provided not for you to actually attempt to call the phone numbers but to show you what’s available on hacker BBSs and how PBX 1-800 exchanges are grouped.

1-800-221-1950

1 -800-858-9000

3 digits

1-800-221-5430

1-800-843-0698

9 digits

1-800-221-5665

1-800-682-4000

6 digits

1-800-22.1-5670

1-800-654-8494

6 digits

1-800-221-8190

4 digits

1-800-641-4713

3WAY 8-1-AC

1-800-223-7854

1-800-638-6402

1-800-243-7650

 digits

1-800-637-4663

1-800-255-2255

1-800-621-1703

1-800-321-0327

4 digits

1-800-621-1506

1-800-321-0424

1-800-547-6754
 
6 digits

1-800-321-0845
 
6 digits

1-800-547-6017

1-800-323-4313

1-800-547-1784

1-800-327-0005

1-800-543-7168
 
8 digits

1-800-327-0328
 
4444-9

1-800-527-3511
 
8 digits

1 -800-327-2703

1 -800-553-8432

1-800-327-6713
 
4 digits

1 -800-424-9826

1-800-327-9136
 
4 digits

1-800-521 -8400
 
8 digits

1-800-327-9895
 
7 digits

1-800-368-4222

1-800-328-1224

088759

1-800-368-5963

1-800-331-4100

1-800-356-0001
  
4 digits

1-800-348-1800

1.800-245-4890
 
4 digits

1-800-328-7112
 
4 digits

1-800-227-3414
  
4 digits

1 -800-462-6471
  
5 digits

1-800-322-1415
  
6 digits

1-800-521-1674
  
4 digits

1 -800-327-2731

6 digits

1-800-252-5879
 
 8 digits

1-800-345-0008

7 digits

1-800-245-7508
  
5 digits

1-800.526-5305
  
8 digits

1-800-323-3027
  
6 digits

1.800-242-1122

1-800-621-4611

1-800-325-3075

1-800-336-6000

1-800-221-1950

1-800.323-8126

1800-325-7222


