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WATS EYTFNDERS
Py: The Magilcian

Many people think cf phone phreaks as sliwe,
out to rip off Bell for all she is worth. Wothing
conld be forther frce the truth | Granted, there
are some vho get their kicks qJust by making free
calls, however they are not true Fhone phreaks.
Feal p hone phreaks ‘are "telecommonications
hobbyist s who experiment, play with and Jlearn
from t he phone system, Occasionally this
experimenting, and a need te¢ communicate with
other phreaks (vithout going broke), leads to free
calls. The free calls are but a =mall subset of a
TRUFP phone phreaks activities.

Until several years ago, The rhreaks
tool for free calls vas the Blue Box. Tn recent
years however, Bell has wmade GREAT strides in
their security and detection of Blue Pox's, While
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SDI'E still vork, their wuse is becoming EXTRFMELY
angerous. With the advent of CCTS, the places
uh:re_a Blne Box will wcrk are tupi@ly decreasing, —_— t::Iﬂr;:n:EEIr the only probles with Charlie
and within several years the Box will bhe totally il ) very noticeable to Bell. L
absolete. time an BAO00 number is called, an AMA record is

Tho=s for their
have turned to
FYTENDRERT.

Many comvanies

copmunications needs,
other wmethods,

rhreaks
one being: WATS

thrcughout the ™nited States

Punched at the
Bell to see
shippers

C.0. thus it looks
that youv have called

real phunny to

Dry deck orange
800 number in Florida 2,750 times at 2:00

A% with each call lasting 1 second ! Since Charlie

have salesman in the field that wmust contact a vas not very easily pcrtable to pay, phones this
large amcunt of customers long distance by phone. vas a real probles.
7o pay for these calls, generally the salesman use There are wmany WATS EXTENDERS reportedly
the companies Bell credit card (How called a presently in service. most working as describea,
"Callinma Card®) this is quite expensive to the vith some taking more then a four Alqgit code, and
company. S0Re even respondinn tc¢ voice input |

several years ago, <coerecne cawe up with a It should be pointed out however, that should
neat money saving idea. Since the cospany already any of you crack any WATS EXTENNDER HFCEES%¢ﬂﬂBE
has an TRWATS (A00) number for salesman to call in and attempt to use thew, you are quiléf of Theflt
orders to the wain plant, and since the compnay of comrunications servicee from the ¢ﬂlF5“T vho
had a flat rate OUTNATS line to call customers owns it, and Rell is very willing and able to help
during the day. Why nct couple them together after thes nail you ! WAT5 EYTPNDERS can get you in
hou 5 so that the falesman calls the comnpanies 2very hit as much trouble 58 a Blue Box should yon
INWATS 800 number, then gets connected up to ke caught. d
OUTWATS. This would mean he could call anywhere in Most WATS EXTENDERS alsoe record all numbers
the Dnited States, frowm anyvhere at no charge to called from them on OUTUATS. If the company
him! Tk is arranqgement wecnld =aye the coapany detects the extender being mis-used they will
tremendous amounts cf long distance charges since usually first ¢try to change the ECCE;E code.

they had the WATS lines anyway, and the WATS was a
ot wore cost efficient than Credit cards.

This arrangepent was exactly hov early "WATS
F*YTFRDFF S™ worked.

DPuring WATS (RO0) scanning [For hevw to A4n

this, rfad "Napolean Solo's" EYCELIFMT article in a  pay phone and enly to institutional
1ssue 55) phreaks discovered these WATS PYXTERDEERS, switchboards, or people vith short memsories.

and found thP? could call anywhere in the cocuntry the way, on sonme "Honey First"™ payphones (as

just by calling the exterders BOD number, -then ovpased to "Dial Tene First") the Touch Tone pad

J:i::g Touch Tone of course) dial the number the igecgﬁie mfif n;tir ?:E o ﬂﬂit 's, Corplete.
- s olarity reversal) It can

The companies E0cn realized that their o ey @l ar depositing u vl Lk B

extenders were beina mesced with and decided t. connection is made, which you will get hack after

Add some security tc prevent tappering,

It vas set up sc that when a salesman dialed Also please resesber the opening of this
the WATS SXTENODER, he would here what sSounds like article. DO ROT use WATS EXTENNERS fust to make
a‘&ial tone., The saleswan then keyﬁd-in s four free calls all the time!, experiment with thes and
digit Touch Tone secret access code. If the code learn vhat they can do and how they work. T think
vas incorrect a high-low tone would result, and ED:d'ill learn a lot 1}
the extender would have toc be re-dialed. If the -1 ANy comments etc. ta: TAP c/o The Magician

code was correct, a sfecond internal ©BY dial tone
vonld {Fsult. The salessan would then access the
cospanies OOTWATE 1line by hittine anm B or 9

[usually) and dial wherever he vanted.
The four digit acces=s code posed a probles to

the abuse contlnues and they get mad
vill contact Bell who will help
all the numhers you called 1

Thus, as in mso=t things

you hanae up.

If you want
your phone bills,

to cut
cut out this chart.

phreaks since only 1 out of 9999 possible codes .__
e e . B R T — — —
::zzega‘:nfn :?E Egnthnulher had to be re-dialed r-EEEE Isgues are $.75 each, Issue #50 1;-%1_53_
Nan . ;h cther. Subscriptions - 10 issues - US Bulk Rate $7.
Sreakim Tth ¢ one Phreak spent long nights US Bulk Envelope Rate 58.
1 q e four diqit codes and then using the US First Class in plain sealed envelope $10.

extenders themselves! Most ccapanies change the
code every few months sc the phreaks would have to

start over again. (Alsc company employees that IMPORTANTI Please in

Clude your mailing label or a
were not authorized to kncw but £ Xerox
“IEﬂh:“j. f ' ound out fros 'uhntrﬁ;ﬂﬂwxhenever you write to TAP about your

any o You have frcbably heard of the Electronic Courses - $.75 each, A - DC B

. . - asics,
:ﬁfﬂlfﬂﬁ computer "Charlien. For those who B - AC Basics, C - Phone Basics, D - Amplifiers
IITEB t, several years ago Charlie was hrought to TAP "Ma Bell” Patch - $1.50, -
cn::ungzutizﬂpn Er?nch {Fov retired from the tﬁ—lhnlterlirI% Pen - $.50,

ns service) Charlie wvas an APPLE II TAP Cassette Tape - 54. Hear Capt Crunch. A

compoter with 'a EFECill baard vhich alloved it to Jﬂ!‘ !ﬂg[fﬂliﬁ & Bell SE'I:L'I[".t_'f chpi!'f John E;’EIB::-I’

Touch Tone dial numbers extremely rapid
then "listen™ to the res=glts [lfﬂ}f pldly

Charlie vas pot +to use calling a
EXTERDER, trying an access code, if the high-low
tone was hearqd (reaning an incorrect code),
Charlie huno up and Aisled again, trying the next
sequential code, Charlie would =it working for
hours, and when it fcund the code, 4t would print
it on it's display screen. YPRY Effective 1

(E/A)

given WATS

SALARXS

Canada & Mexico First Class $10.
Foreign Surface $B. - Foreign Air Mail $12.

TAP Fact Sheet #l - $.50. Credit card call

Fact Sheet - $.50.
TAP Fact Bheet - $.50.
TAP Fact Sheet - $.50,
Displayed Red Box, & 2600
Eend CABH, check, or money order to i

Free BELL phone calls.
Free GTE phone calls.
Dual Tone Oscillator,

ZAD, Room §03, 147 West 42nd Street, New York,

L e e e e e e e e

Bupy Pazuve Infrared

Wont planss uves TH. The only way 3
[ I wars maxy of you hmvs rwed sbout burglers to TH tu a IR soope WALSH 18 oxpame CatPrars inio Whordwoud
rippleg of f & jewlry sxchsage or such and ing atve and bulky. Thers 1m apother [ iirgyi

¥ha alers with & Blsarter (not in our terss }. T8
1w Tellowing series of myiloles I will szpleipo TR asnmor.
how (te the Llest detail] thess slerme work sad

how

they are fucked by the pros. This firet artielas
{1ive),

vanin or Aadckets.

late take & look at doovw.
pensor is the sameiis sviteh, which 18 located
m the wide oF lap of tha deoer.

The illustireiloms sew

iwe baslio wvidbes sad their
plposment. Teo brpass thes
you miet detersing Wther
it 18 & sloasd or open
olreat. Take & TON snd
test 1he tersinsls feor

& ourrent flow. Tf you Lo
dorft get & resding then
teat Tor all olowed sirout,
laver tewt with an chas rangse First becauss 17
i% ie om opwh oirout yoo will set it off. &1 aye

was & voltsge ranges Tirsk.
. - >
Switch

If it im normely opes jusi
mat spe wies. I it'e
Mnternal Door Geviwh! 3,
¥ a,

mir ourrents.
twa amall holes.
tha wothare.
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[EEE L] I

mnormely olodied short 1bs
-wiras, Never attiempi 0
bypass them with & samet as f
s of Lthes mrs Il.-ttlnl.rm“
bliased and you will set

fhem of f;, Fametics ars slao pleced
inside door fremss snd on
the inside of parigs déora.
Tha bart Wiy to oheck for sul1En
masmetic sviihes o & wedified I:Hﬂl.lr

tal detwoter.
- The ascond trow of rvilich mash type)

in & push button losstsd in the (rews \
af the door., To byasd theam & rtiff omice
af metal 1w #lid hetewwen the fress and doot
and iw uwed to bold the swidh down as the door ia
evansd, By the vay, this is ales weed in lavatories

o sutosaticmly Tlush ths urinsle.

afficen.
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the user.
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that"g
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installations allow the use o
LASTHAMTFIRSTHARE ox simupimg construoty oK
TEy Tsliing the sampany and
the nemad® Sf soma PECQFEamsTs URdSE
Tey Lthese nasss O UES ROES

lﬂ:lultu:t“l WAE®tEp procedurss to obtain
a0

USERIDFAPASSHOAD.

type of I wansor called pabsive

It motioean & incremdw

in T2 snarey in an sred fuch &8

the introdustion af & huskn DoSY
Thay are disguined a8 wall
Fltramormie apd
microwsrs datscta,d Une the Jdoppler
affsct to detect notise, jusi like
svnar. The caly differsnce 1w that
ultrasonice are mors 7rons to fales
alarms dus ta shanrss 1n westhar and
“hay lock like small
table redios «ith & larrs wvenl ur
Theay are Eisc wat
on well mounsing brsoketes s shown in

a user te do almawt T
heass huge mEchihsd Sre usaed h{ moEt
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ANEUERRGE 0,
dial et uRLe
al-in poert w
Enour the nElhll-
TED woardm ara
O,
anclored im !uutir- i
teme susl ba apncion
or bmlaeng te the ulsg.

pad zendy and leat's go.

I8M wyatams have & asniter prograe celled

g Btk
::El H::;ﬁh":?ln-un Eawd} hea madse 1t

S@nnactian T

in

U:EIID.
SERTD/PALSLuND ACCOUNT WO.

dindowe wre the next topic. Thmy sre umialy Tl CSLER:
protecisd areinst bresiacs caly. This ==
is conw by dlascing & loop of ‘:l'i . the £ 11
. ftEm Wi e
métallic foil on the windew, If avantually u

gnaaned ihe Toil ie Broken and the
alerm im sounded. (Te fack 1t wo
faks & resor blede sod out & line
soroms Lt, It b9 iovwigibls and the
alarn sounds an S00D &8 it'r turned
on.} Just uss & rless cutlsr and
put & seotion out of the Aess. Then
rasth in and seort the contacis. AR IR—
terastine vay Lo break swindos is to
cover the gplars with tave. Than the
window is pently thpped wilh & REs=aF
until =il the Flser i# brokem, Then
pull the teps off in & slnrle FEERT
and the broken Fhase will resain stuck
6 i1, The Latest is windod and
wall orotection ke the vibrstion sensdor.
*hers i® ne fool prufe say to fool
thew {yet). Fidration senscrs sre also
ueed on Tences o detect ::I.-blnrq-
aeeeitle it i8 alweys beat to , .
ﬁ-ﬂr avelid the yensoy tham to try "’*"“':“wwc i
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LOGOM af #FLOGOM, Tow should
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Fowh aee wEml Heres WEs ®
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o M NELP COMNAMDMAME ta
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in tbe aid pv _— s . " tacmansl. Thep way sente
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woed sader sarpers w se door wate. W A soything’sc shey gra ch,
ader wissown mad ie frent of deers. i 5 st thin. Lt yai ':'trﬂi‘ "uADS"
r % aur Ll Fau 1
The cnly way 18 aveld them is to walk BT jackpot. 5YS1, wmapthang ir a

pyriem detavet and ususily

encugh they
them investigate

_ those of you who are
determined to play with WATS EXTENDEPS, do so fros

hints.

Whistle Perfector plans,

sleng the wdre af & susvected ball and
avold all weloum sais: Lirbl bess dJetsch
ore use & bemm of light that sets an alas
rm off LT the basa i breken. They use
R, UF sad wiaible Lirt1. Look for
sanll boves with windows st sbsul thiFh
Jevel. They wre now ssuntied in othar
firtures such as soskate end books, Th
Baat way 10 loosts & wisible Light.beas
l-ilpﬂqnnlilh1pnﬂulnﬂm-ﬂ

vl .tla
STATUS - Thias n.ﬂ it may fobm that “I b
Iﬂllitll‘ undEr Fouzr H:Ill'- follow
with w *' jfop magw inds.
FROFILE - Thas will llllll: the
chEEmotarivticE @ I“' usarFid.
These csn ba chenged ducing yFoeurv
illiﬂ IEESLORN lﬂi should ba ll-l!l‘
h=-=l=t'-=.h'== t"'tl'lizlutiéﬂi
l'llltL Ii "."!“f havs thas
urt st tham up by antazimg
EGFILE FADRPT. ate.

spray it in the directiom you are
vy The besm Will whow upy, Juwt

e
reu

Kew Boonosio Polioy

Tlred of all that mullekit the sorernsent hes
badn piving about how 0 reduss faflation? Well
here iw the real way %o &utl your bille.

T Supsr-Merksts

The nert tise rou vieit your locsl food rippil
denter thet alaims to have the iovess prices i@
town, yoi oas maks sure that they kesp thelr promiles.
When you catch &an smoloyes losfing on the job
borrew (permansntly) his or her little price tag
Faf,. After ssveral siauets of szssination wnd
tpianl vou can stesp your oum prices just 14kae
tha pro. Need I ;o furtber? OF sourwe. Juet
for wood realations take all thoss Tunny little
rolls of stickers that are ured to abow vhenm
thore itow #necinl end &l]l the blank ralle for
the tax /om, OCesars, Faks surs thatl the product
Fou wismp with Four Fun ia the sese 48 The Tap

fos fGoms tags are pra lsbled: Greocery, candy,
silk Ltem, ata., lake wurs the lagy smaibhes Lhe
item, HSevar remark ltemsa that are comacn. Moy
timem the cashier® now the price. Alss, with
your Wpacial stikere be carsful. Neay times they
ara dimtributed by the samifscturer of Lhe product,.
I you wre tn & Marry jost take thes grice tes
eff the cheaosst bargin brand sand put it os the
bewt muslity Srasmd, Thie can b8 Lrloky V7 hoT
inpomaible hessuss sons Slaces have Price tamm
that are pre-cut, =0 they fall spart IF yow try
thim.

1T Coumnter Zapiora~s and Tther Tedcks

For all you that shoplift { or abeut to beria}
hdre are soees f1pe.

- stmy svay from larjs Fallsa and Shenping Centers
it'e liks naro city., The neros like 1%t thers
becwuss thay omn buet little kide for sboplifiiag
':lﬂ"'l

- kesp your syas spsm for mirrors, iwo way mirrore,
cnmeras mnd nosay clerks.

= 1 f yemy are with & sartadr Ceam Four mowth sbut
Thay have hidden mice in those tall columns that
agem to hold up the roof.

= dvotd all larww Ailvarsd objecta. I onw olacs
I know they oul sssll camsree in larrs S11lvar
Christmas balls [ Narry Christmas, huh? )

= Lock for pewople that you always ses in the
mmms stors snd for paonls whe walk arcusd liks
sonbien and pay mare attention to the pecpls is
the stors than the oroducts,

= svoid all pesple with 2-wvay radisa, They ars
moat definitly moy heme with their ? ssier.

If you decids to shonlift (nsughty you), resesber
&1l you have to Jd0 is& rencve the ites from Lis
packege and taike offf all store Fiore and tage
and they cannot provs ths ites is yours. Uas
#ienlay modale 1Ff noswible, becmiae you can fiédle
With thes withoot suspision. IT vou thicE tThe risk
ef mtting csurht 18 toe preat or you csonot
~wt it becsuns of ite sige [ ¥ fmow & guy whe
rhoplifted & 70" crock pot | you can atill et
it at & Frestly reduced price. Hany placss wvaw
felt tip markera or pems Lo show reductionss Wheo
& stoTe hes o clearancs nals just cus on io and
make yeur own reductions { not tes sutrameus pl
Somatime the cmshier will be wuspdeious and go mnd
phek your Ltema price agalast one om the shell.
The only way to beat this {s to mark all the Ltess
down.  This way you can sles buy eeversl and pod
do & publilk mervice Ter their resular custoaers,
MWy last trick is to ues & hirh quality sTaser
mnd srsse the firet dirit of tha pricas 1 bave
done this one several times with chipe and other
sxpansive parts, 3Soms of those olerke are ss
¥lind s» riveted bulkhesdn, The real prios was
rimmped 6& the packags right nsrt 1o the srased
price tag, 1 #till saved 10 Asiriken (worthless)
dollars.
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That's all dor thir ssnth. 'h:: sut thearw
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IIIIIH'. syntms wisa thae H
introduce moce Commsand® sand teadh

gojrume inte the systas.
1! b

tang od the

ELF command, Th futuee

ouE
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mfid othag geddies.

In iasun #71. | taliked abhout the four major
Elternates nets serving the country.. ]l reclaved sobs
lattera froom resders with infoa and conpants.
liks to thank *t. Hill and you otkars for writing
ta ®a. You wers all nelpful. 5F Sprimt, .ICI, ITT
citicall, and Western Union aren't the only neate,
thers ars a lot of others. Jut they ars ths four
major onee that asrve tha publle. Since they
gerve the publlic, they are much sasisr for the
Aversge phreak to get acosas Aumbars and codes
thare &Ts
out to me in & letter. If wyou have info on mnothsr
nat, send It lnt .

Algo, I wan told that [ gave the
that Sprint coversd most areas. ALl the ait. nets
ars the pams, ln that they only cover the largs
metropolltan cltien;, and sometimes locel suburbe.
Thats whers &il ths manay s, and thats why thay
can gell lins Timea cheaper than 'a Bell. “a Hell
has to charge highar rates in the citlies to subsi-
dize &l1] the rural placss whare thare
gnnu in 10 squares miles. The alt, nats caly serve

he high volume sreas, that is, large citles.
still. :::hnt covars mors cltiss than anyons slae,

I ve spant tims slnce my lapt artlicle
bresking inte various nets, and can report thatg
“CI is By far the saplest. In fact, 1 was able
T orack ¥ o0ded Ln 30 minutes By head, shils
talking to =y roommmtes and liatening to Pink Ployd.
I had vary little luck with Sfr.lmh gstiing only
ITT 18 a 1little ensin
But I didn't get much thers sither. Wsstern ¥nion
cevers 3¢ few cities, its hardly worth bresking

I*4 1

athar nete, ds wis polnted

Em i an

is snly one

r then Jpriat,

© If you have & computer with an autodial
modem, You oRO pr
Buv there ls noe modem that I know of that can
ong b ringing or not, thet e,
whether the call went through or got stopped.
I got a great idea from a fri
of aitting by your phons and listening as your
nn-;utlr Tuna through posalible
ta dia]l other computers through the net. and lat
it wait about 19 seconde &fter it Finlahes dialing
ghch tims, And see If it
computer can tell bty iteell whether or not 1t has
hit a good code, and you cén go drop Gcid or whats
evar you do in your spars time.

But whenever You Are bBredilng codem, mae
sure that thes nuzbsr you {u‘: in is u recording or
computer (lik
Zirlfirends houss, &8 Tha Neta MAY wonder what
all this metivity is &nd try to cull the number
{:u are using, to mes who livea there, who would

calling them [llegally, and gensrally hassle

the computar ©o btreak codes.

wnid . Inmtead
coden, progrum it

te & carrler. Than the

« TELENET), not your

I aiso wouldn"t worry t.o mych about the osls
tracing you, unless you are ln their sxchangs. [
cail ln from homs gometimga. What 1 would
about is thed paying a little visit to the an |
you have called, and asking who they know t
would be calling them at & largs discount. So only
call instant ssnesisce, and not your grandsgther,

If you really want to be safe, call through
one nat to anathar mat in the city you want, than
gEo through the ascond net to sake & locel cmll
te your frisnd. The second net will only be making
a local cmll, &nd 80 won*t worry much sabout Lt.
The firat net will only be able to trace to the
socond net, Wake the piges work to find out who's
scrawing them over| But ba surs not to use the
sams nat twice Ln 8 row. Setting up various linke
of the call through various nets, sort of in Eerles,

to make alt nats safer. Unfortunatsly.
sgrades the quallty of the final
lLine you have to talk ovaer.
the subject. I have noticed that

have Blg strobs lLighte mounted

ia coml

All others &ra tTurned

ATTENTION ===—= ATTENTION === ATTENTION

The 8885 dlal-up systea mentionsd In
TAF #72 iw no longer (n speration. Last
Sumsael whlle the SYSOF was away on

vacation his place waws raided by the roi, be able to ge

in the front, naar the chsrry lights. 1 found out
that this is 50 Thet they can turn atop lights
“any stop lights have photocella thet sense
light to ses if it le flash at the
proper fraquancy. If it im. then all lights on the
slde the strokts

froo ars turned grean ano
- Anywhite strobs light

ghould work, ite the frequncy of the flashes that
patter. [ don*t know what they are. But I do know

that you need an awfully 'h‘lj atrobe t: about
the alae of an airplans ing light it seemed to
me. They &rs probatly sxpenaive, slthough you may

thes cheap Ln & wurplus store. 1've

pollce, Twlce securlcy and othsre TH# orage
8BS disk packs, user log printouts and 4 Disg rhirn':::.tnl:tﬁﬁ:r um;r:::tI::-hhm 1.:-_

modem that seee Phlladelphla area usars
had sent sout wers saized as evidence and
are belng used to prosecuts some people
in the Los Angeles and Philadelphis ares.

stallied 1% on their major lighte too, DUt check te

Aake ity has it bef Light,
“Nave phun phevaKing and F.F Dbl ©

COMPUTER SECURITY
and the bresaking thereof
By Simon Jester

FLASHIRRRRLRRROQERBBDMRORERRLLEY

There is a new method to break into computers,
and 1t has professional security consultants
shitting in their pants! In september B1, some
getudents at UC Berkeley discovered a way to break
into UNIX systems. (me of them must have been a
real asshole, tecause he told the system operator
who told the system manager, who hired SRI to look
into it., SRI is Stanford Research Institure Inter--
national, and among other things they specialize
in computer security. At SRI Donn Parker looked
inte the matter. Donn Parker is one of the top
securlty experts in the world. He looked into the
matter, and promptly realigzed that it compromized
81l security on the UNIX. He also speculated that
the method could be adapted to work on other
systems, as well,

UNIX is an operating system for DEC computers.
I'"m not sure if it works on other machines., but 1
have heard that ['a Eell uses a lot of UNIX =systems,.
The scem goes like this. On large computers, they
ugse B technigque called time-sharing to let a lot
of people use terminals all hooked up to one cent-
ral computer all at the same time. Each pereon ies
assigned a portion of on-line memory (as opposed
to disk memory), which is called his work space.
The system saves 8 work space for itself, too.

Thy students discovered a way of having one termi-
nal take over control of another terminal and the
workspace that poes along with the second terminal.
The good part comes in here., ‘ost students and
hackers have low security accounts, But when you
take over another workspace, the person logged on
may have a high security account. If so, you could
go through his aceount and access all the high
security stuff he has access to that you're not
supposed to have access to,.

finly a few technical detalils on how to do
this are knowh.lt is known that you somehow send

control and/or escape characters from your terminal

through to the other persons terminal and/or work-
gpace to take over control, This will work on UNIX
systems, and there is some very similair method
that may work on many other systems, Farker has
gald that the only effective ways of fighting this
scam are to either remove the control/escape keys
from all terminals or to insert software filters
to filter out control/escape keys before they
reach the 05. These are pretty lame sclutions.

Con game in the cards?

A New Jersey man wat Indicted vesierday an chorges of spending more
ihen 377 0 for ennds pod sevrices Theough illey o] e of eredid cards abliin
e while ia Jail, The isdiciment by a federsl gram! oy in Newark rharesd
Aaber! Lee Johnson wilth four connls af mail frsod and twa copnts of
interstale use ol (raudulently abtained credil cards

The governmen! charped thai Jobnsepn had 8 credd curds from 32
“mpjniﬂ hglwesn Oci 14, 1874 and March & 1978 while in j|r||

The applicotions [alsely slaled thal the defendant wat emploved by
cerlain companies, makimg @ subsiznal aafary amdd receisiny  credil Doam
seversl olher sources, the indiciment charged. The defendant gave the ad
dresaes of ihe Mercer snd Union couniy jails, bul claimed pwnership s the
buildings ea severs] credil card spplications, severding 18 Lhe indicimeni,
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“We hove & savious oil ght on our honds,
gordieeen ... we'd  befter  declore  onother

shertage.

As Parker pointa out, removing the control/escape
keys from every terminal is 'about as practical as
installing MX misslles on underground railroadg
under Nevada, It won't work, because there are
already over 3 million terminals in America, each
with an escape and control key. And installing a
software filter for control/escpae characters is

a cheap fix too. Parker points out (and so do I)
that operating systems are so complex that there
will always be some way of slipping the characters
around the filter and getting them to their
deatination, The proper way to fix this problem
(from a cops point of view) would be to fix what-
ever Bspect of the UNIX system allows the charact-
ers to let one workspace take over control of
another. Since this ldea seems to have been atan-
doned bty Parker, and since he also points out that
it would be possible to use this method on other
operating systems, I come to the conclusion that
the flaw is net in the UNIX cnde itself, btut in
the concept of time-sharing itself. l1°ve read some
of Farker's work, he izn't stupid., If there were

a foolproof way of fixing this protlem he would
have found it by now,

S0 what does this mean? That we may be onto
the higrest security system break in history!
Almnst any large computer is potentially vulner-
atle., Mut we need more information on how to do
this. 7y information came from the LA Times. Tom
has a copy of the article, and I'm sure he would
send a copy to anyone who ig interested, but it
doesn't pget too technical. It does mention two
sources of more technical data ebtout thig. Firet
of all, there was an article in InfoWorld during
January atout this (InfoWorld comes out weekly).
>0 far I haven't Lteen able to get a8 copy of this
issue., If you have or can get & copy of it, FLEASE
send it to me ¢/o TAP. The second source is from
Parker at 5RI. If you write to him on company
stationary,
analyst or somnething similair, and give him &
legitimate sounding address, he will send you a
copy of his report on the subject, which tells
every detail, His address is Donn Parker, SRI
International, Menln Park CA, 94025, Please don't
write to him unless you have stationary and a
rusiness sounding address, and are sure you can
convince him that you have a8 heed to know. If he.
is deluged with requests for the report from
he will stop sending them out. 1 don't have elither
80 J haven't been able to get the report. If you
manage to get a copy, please PILEASE send a2 copy to

me c/o TAP. Also, if you have any knowledge of UNIX

systems, pleagse write down whatever you know, sys-

tem structure, security formats, whatever, and send

it to me, as 1 don't know too much about UNIX,

As soon as I know how to do this I will tell every-

one in TAPF, but I doubt I*'11 be able to find sut
unless you all help me ty gsending me whatever you
do know,.

A Taxpayer Invents Ripoff

Heyward, Callf. — Bob  to get It down to the 1973 assesaed
Wister figures he ecan lower hia  v#lue when | bought il" he said. vow.

proparty taxes by razing his house, ing to stop only when a real-estate
He said that he is going to begin appraizer lells him he haz reached

Ihe righ! valoe,
ripping his house apart board by “Thal's what 1 esn afford™ he
board until iU's worth 28000 — what  said. “] ean't afford what it i3 now
he paid for it in 1971, The latest a8 and I'm not going to stand for it It
senzment in for 538 000

praciically doubl La f
"L will rip down what Is sufficieni  what they “r: mt;;fr?_{ re from

and sonvince him that you are a gecurity
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