FREE PAY TV "LEGALLY"
BY: THE MAGICIAN

There are presantiy =seny cuspanierx which
provide wvncut, alsost tirst Tron @suvies, Sajur
sporting events, and assorted sSpecials on a pay TV
SBUDSCTiber baslis. Sose ol tLhe largest are Humeé boul
Otf ice, Showtlae, Cinemaxr ¢ilc. >50bscCribers jpay «
sontnly tee either to the cable company which they
are hooked 10to, or tu the bDrocadcaster himssell
when pu cable 15 available {IE. Chaubel &8 in NrLY)

Pay TV ov¥er &4 cCable Cabh wuwsoaily be weaSiay
decoded using 4 buose bullt pox. Thisz practice is
illegal, (Yavugyh bard to trace 1), and you could
im theory yo to jaai for thefi ol services,

There are huWever, thiee ®leyal® vays w get
pay TV at no chartye. They are:

t.) Satellite [V
£.) On the air UNF decodiny {(LE. Chnl o8)
3.) Bultipoisot bistributiuvn Systess [ADS})

Lets first talk about saeterlite 1V, H&0,
Showtiae e¢tc. vach bave a central locatiun 1k the
V.S5. where ali of vhelr shows origindte. In order
to yet tae Boows o Lpe meny <Cable cCcospabivs
tarvuyhvul the worid, they bvam tLhe siynal wp to a
-satellite in synchronous orbit 4round the ed4tth at
approx. J£4,300 wmiles above tLhe eguator, tLhese
satellites, the moust pupular beiny the S5ATCOMs and

ANiKs (obuth having multiple satedilites in orCbil)
then beas Dack the proyramsiny in an
oaniaireclijonal patteéern tovard warth on approa,

Suhz, alloving cable cospanies
¢arth stations to receive thes.

It is possible Llor anyune 4t home tu alsu
receive these proyrams via a hose eatth station.
Because the sateilites transponders are relatively
low power, a great deal ol asplilication 185 necued
for the received siyoal.

Due to present day technoloyy limits on the
signal to poise ratio ol Ltrausistors used ipn the
luw npoise esplitier (LNA} at wearth stutions, a
minisom of approx. MW teel ip diaweter Teceilving
dish is necessdry. The cost ol  Lhe dael, plus
associated vilectronics puts the cost vt Your own
earth station et several thousama dollars, eveu it
you buiid i1t yourseli.

tou #ill yot a perfect picture, and four those
in areas were TV reception 35 wot ygood, or sotl
available this might bDe  Just vweat you weed. Io
subuibap aAfwass bowewver, Yoo cuuid pay tor ao awiul
lot ot legit cable TV fees for that money, end not
have to worry about your dish antenna blowing ower
in a storm, Aixo, HBY has annoooced that goon they
are going to start encoding their setellite
trapsmissions aeaning you will ooly sBee garbaye on

the scrwen vhen receiving it. (Thouyh I am sule
someuvne will cose ovut with a  decoder soon
Lthereaf ter)

There are sume strony legal gquestious as to
whether reception of pay IV via home earth stativan
or oOther methods presented in this article are
within the law.

5ection 605 ot the Federal vomsupications Act
ol 938 toibids the ™onavthurized intefceplion or
use ot radio signals™ Howewer it alwso speciiicaily
eicludes "Hadio cossunication which is broadcast
or transmitted by emateurs or OUTHEx> for use of
the gemeral public®.

Since pay IV is proacgcast tor viewiny by the
public, reception vl the siynels appears to be
totally legal. Cable ouperators and pay TY
operslors sorely disagree «ith this. They contend

usiny latye dish

that the siguals are part ol their idsternal
netvuIk not weant [T the public, abd thos
cecepiion iz iilegal .

Su tar, 4Lhe public seems tov be wibnioy the

argusent. Upiwss you start selling tickels Lo see
the movies . you are intercepitimy (¥nich would be

platawtly 1liegal) no ope will probaviy bother
you.

Apother ase¢thod of getting pay 1TV for itree
“leyaily® is through the use of oo the aix

decoders for UHP channels which broadcast pay TV
scrambled for supscaibers sith rented special
decuders atlached 1o their sets. Last year Radio
Electronics majazioe pablished a complete wrticle
on how to build one for yourselt | There ace only
several stations which provide this service in Lbe
country, thererore the decoder boxes will mot work
in asny areas.

The UMIX Security Problem
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by
Frad Stelnback

In the May-Juns lmsus of TAP, number 7%, Slmon
Jeater writes about & new method of breaking inte

This, toa, will print *From so-and-mo® on rook"s
scresn, #ot Loo good, but it will gec the job done.

The flnal way is teo create & [lle with & test
editor that has Lhe necessary control characcers

and cownands in Ic. For sake of argument, let"@® say
the File nams thac hasm all chis (s “tear®, Once you
hava Ehls Info In the Elle., typw:

he UMINE
compotars, & marhod which wed devaloped an &
-rnr:- by a qrewp of students st U.C. Barkaley.

After & LIEtls thought, snd scme talking with othaer
UMIK hackars ([, too, sm onsj, wr managed to find
aut «hat the sefhed waa. Slscn i3 rlght - 1E ahsuld
wark on just about any aystas, and It probably doaw
have securlty exparts shictlng in thelr pante.

cht test | Sdav/iroot"'s termlnaly

This will accomplimh what @& want, withous Leawin
your nams on root's screen, but will not work |
fest has S8t It 0 that he Can't [Ecalve ESEEAGEs
Erom othef twrminale. [ this (s Ehe cepe., one SNk

wEe the “Majl® sethed &8 outlined above.

The !dea cevolvas accund a hasty prasiss - the ons
thet sost Intelllgent refminsls have & “transwic
Iins*® or “tranamlt page” centfol charscter or
sEcapw wequence. How, the trlek ko Ehis {dss [@
yery simple. Wrlte what svar command [8] you want
wisacuted onto the othat person’s terminal, afcar
sanding hiw *clesar scresn® conttol cheracter to hAis
tarminel. Then sand the command Lo cell his .
carminal to ssnd thoss comssnds bo the coBputsr. 3a &l (TI1)

ir loaks to the cemputer liks he Just typed those arae

Eomia NN .

Thers are other UNIX trices [ will write about In
the futufe... 1Ff You have any gueations or
commgnts, plesss writs to me c/0 TAF.

Contimndng on the wdiblest af slent slarss
we somy fo weoomdary phone trepesigaion. This
is 1he uss af 5 dsvios Enewn an an astomatiia
foonw disler, dt the trigereripsr of the slerm
tha fona dialer i put o the line and & prapro=
Frengd mumber iw dialed, sash sxr the copm; Frissds
slme AF s0om an the deviinetion musber ir ploked
up & prarsoorded voios Eysterioaly scrasms ™ Halp,
my houss 18 being ripped of f.* mnd wlooc statew
the paraors nass aod sddresc. [ Aotualy 11 sheald
de this avery ties you pPay tezem, J

Ta defent this rystes Jort cut the Foae line.
Flooing inconing culle amd 1ifine sxtienaion fonee
will pot mlways work becsuss some uRlite sre sguipps
with & line sesieurs eyetem that pleces the call

It weems, then, thet all thia ls good for is for
Ilssuing comsands from other ptnpl.-:l carminals. But
\f the person whoss terminal you'rs having do the
iwsuing s ths (gaspl] SUpar—user [the system
oparator - “super sser® lm & UNIX term}, ona could
accams the passwerd fila. So, LI Eha !n.’lln-trllnq
commands wers #snt to the SU's [Rupar-uEer B
twrminal, the paswwnrd fof roor.{ancother name for

the U} weuld be set to nothing:

<DELY [the DEL character cods, U break
him out of whatewsr ha's dolng)

an Jetc/passwd {sdit ths password

Clle...} B8 Ratter what you do.
Thara in &leg & radic iranssispion syetem
1 {gote Lina #l, the entry for root) thet sends & diFital sirmel to & central ofFfice
via & maall tracemitter, Thess are very difficult
4 {dalste the line) to defent and you would not saoountsr ons um]sns
. linmart - sdd & new llnw...] Fou plan on robbing & major dimsoad sxchenre.

flom thmt T have coversd all the parta of =
sysiem you susl wonder * Now the fusk doss 1f
&ll work topsther?™ Hare's bow. Svary myetea
ham & central boxs Thie btex ie the brais of
the slarm. It moniteors, sctivates and soordinaten
all 4f the componenis. In & tyPplonl Bom there
era one or tws terminsl stripm. Thie is the placs
to disable the slnre. [ 3¢ careful what you toush
becaues aome of thase siripe owrry LPD ¥ houoss
gurrent § Kost of the etrips arv lavled. To
disooment the alarm yoo can A.) diwcomect ©he

reatiiblahblaf. s ssnae

jtmila "#x® that you'rs Jens with
the test you're addling}

wg (welte and qulik)

logaut {log root of f the aystes)

In tha Llnes abova, "rootiiblabblah........” should
bw the first tina of the Ffeatc/passawd Elle battary baokup sad thes Jisconnsct the power
jaccessible by typing "cat Satc/passawd” snd { never on & direct Tone trscesission systes) )
following It wiEh p#turnj, withaur Che sncrypred B.) dleponmect il the sifnaling devicew  or
password, which |s between thae [iratc To colans Q.] whort all the oloswd olromt eeppoes snd cot
f"1:*3. The comsands above sSuch aw "i%, 74", and all the onen circut sesnscre.
*wg® age U.C. Barkeley wditer commands, [or the In penaral if you sust sttsck sn slars systes
wditor known ax "sx®. Firet figars all the waye to delfwat i%t, To do
ithis yis pesd information om the syetimm. Vieiting
the building, buying alsre bsdepany faialaspfm,
writing ths oospany on & bogus Ietisr Desd reruesting
info om theat alarn systes asd bsing friessds with
& oompany worker ars all gocd waye to fet lnforsetion,
The *ie™ thing new ie the portiable bhome alsrm,
It i# & ohesp uitrasonic ssnmor attached to &
. budlt im horn. Any Shloak store oelle thew,
Thay ro by all sorte of nsmes such a8 The Bag,
The Proteotor, Bl Brother wto. but ther ere sil
the sass thimg. A0 wrosualy novel way te discows
of theas tRigsw Lé Lo M1 & 9ilencsd pisiol sad
upon sntering blow Ttha thing woart before 1t
sni it that sgquesl thai mighi sven Be deoering
1o your sars | that's why you silencsd your nistal
right? ). Or fust walk up 2o the thing sod smanh
11 with & wledge lessats
i nem device omlled Burglar Rist ssiis &

Anyway, the "logeut™ command jogs Cthe supsr-user
aut, and then you should log out and Ery to log In
with the agcount "roet*. If all haw gone well, the
system will not ssx for & passvoard = you will be
logyed ln #é ract. Be sure to then use the “passwd®
ptogras ca chahge the paasword to somsthing other
than nothing.

1 ses ! hava fargotten how to 9at Stuff ontd root's
terminsl. Well, there are & nusbesr of ways to do
this. One IS to ke the "wrlte” command. Simply say
"yrite root” snd thep hit ceturh. The problems with
this Lm that It prints "sesassgs from sg-and=So on
fEmrBinel namer,...”" 3o oot will hhow whe did Lk,

The methods below all requicre you to Know the namd
of ract'as terminal. To get this inforsation, give

the *who® comsand snd hit return. Ie will print owut
the ussaps on the saystem, and thelr tersinsl names. olead of tear Fis uwpan satry. They wre Htlﬁ::
fa, If it printed "dlalupd”® next te foot's name, By & trip wire. If you et csupht by coe of thess
the nass of the tecsinsl below would be “dialupd®.

wirt Wit & few mimiats for the e Yo olekr
i you did dlecenest the slewrw didn't youTl ).
If you run inta sh unused unit do relocats it
in & wore deafsl plece such =8 tThe ownere bedreoss
™is coneludes thiv weries of artioles, goeod ludki

Anorher msthod s to dee the *Mail® progrew ta mail
into root*s terminal. The form would ba

Hall /deav/<iooDE"'S TeEBIRELSY

fthe control chersctecs and commands youw

The Stainlesn Htea] Wad
want to send to the Eersinal’y
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this issus OF the next: S5FLEE DY Ared (OOW. arm nas besn dlscharged when the pollces show upi
iisL 1w fomyriant 1982 oy  “ouoss Gerarda’  ang The police take tha people saspected of sheoting the
licerse L0 FePrint eranieo exdiusiveir 1o TAP, gun and check their hands and clothing for traces

_ of firearm discharge residuss. They use two main
To close tRig tutoridi: Sllow me L0 e¥riain the procedurss for collscting residues.

My FrevIous AFLLIC) 5 B#Ce FPUDilENEd
GOMERY: 1 Fubve GEen
in Laliforma oy

(2F T gt Tt 2
#11h 1Ae men name of PR A0NT
pAf ormed LAY [NnE 18 &R ex-RNT R
that nami =Rg FeRFNLE Bp B8N AR, wiaDie to
comvince HIM 10 cnant = Hl% Fesl ndmes 1 cranoed &y
e Pase. Pence tortn | oam JUDAS GERARD.

In the first method the hands are swabbed with
cotton pieces sosked in nitric acid solution. Tha
swaba are then subjected o neutron activation a-
nalysis &t tha lab. Other chemical saslysis of
residuss is dirscoed voward discovering nitcite

- = 517 - (N} 223-BAT0 and pitrats groups of unburned powder residuss snd
1.2"?21 = :ﬁ}: aﬂ?ﬁ*;ﬁ-uﬁ glg - :5:2: -grl.-:‘i:: resction products of the charge.
i - = [ - o i = -
#:E - l:n:flﬁilv:?rﬂl.l &1 - LBUT) F4L-0877 In the sscond method, the "Film=LLIEC -umﬁ.“-m
205 - (2081 F88- &02 = {3031 232-F300 adhesive raps is applied to the wab régions of
208 - [ 20b) 38Z-B8000 s03 = 1&1TY TAT=-Z730 hands, ({(Commcn test.] Then the taps iz sant to
207 = (&L7Ty TAT=-ZTS0 04 = (&0-4) 4AFT-2996 the lab for investigation in &4 scanning sleaciron
208 - (303 235-2300 &0% = (402} Fa5-0p00 microscops, In thia test they are Looking for par-
209 = (418) SAs~ 1341 aOs - (307) SB3-2B4L ticles of metallic slessnts (sspecially Fb, 3b, and
Zlz = (3B 4ATi-8kl s7 = (S0} AFL-83Lt Bal From the detonstsd primsr. Thass particlss &re
2L = (2130 SOI-4144 OB - (A4 A24-34%0 ssall, 20 to 30 micro meters, and they Are Aot Viss
Zia ~ (2143 948-5731 8 = (201) &Te=-700D ible even at moderste magnificacion «ith s regular
215 = {412} &EE-H-I-'I:: BT = (M0} a-ﬂ-?-ghﬂﬁl BleT CECOPE -
= =34 - i @y 1
g:g - :;;;: ;;s‘-mm :E o ::::I Ak d= 7345 Por this TAP article, I had an esxclusive inter-
LB - {402 34%=0al &1% - (5150 3T3=5791 view with firsarm expert Macvin Galspagos. He osaid
21% = (317} 1&%-TO27 &16 - (3131 F23-BaN0 that ha would not bs csught by leaving residuss on
0L - (31 F3a-l1eB &17 - (kLT TAT-2750 himaslf. Pirse, after quickly leaving the scens,
< = (4121 &33-5E00 &1E = (217 9237000 he would dispose of the clothes that he wors when
303 - (303) 3o-I1I00 oL - (402) 345-0800 he fired the gun. HNote that the police are ssps—
o4 = (304 Iad-5041 702+ [41%) Sdb-1341 cially interssted in shirt slesves. Haxt, hs =ould
I - (912) TBa-TFid Fo3 - (BQ4) TaT-14ii phowar snd wessh his hends well with soap and water,
- Mot AvaliaDle - P TEBa-9111
ﬁ# = {33 232- T3 ;nu; - :!:ti] A7 = kAl Then, to get rid of the micro-particles that re-
Fum - (&A0ZF FAF-0E00 M7 - (4% Sas-134l main after the soap—and-watsar washing -- particlss
F0F = (207} 3IT9=T000 7o - Watl Gvailabile that wers bDlasced into his skin when he Ciced the
s = LIS TAT-FADO 47 - LA0Z) B =) guna == he would prefare a dilute solution of nitfic
Fed - (3Fy ZZI-daTi 13 - {713 &38-i793 adcid (5% or lesa} arnd dip his hands in 1t for & few
T - (3F14) 435=-4371 F1a4 = (213 FYR-0021 AbEsnds. After thls, he would rinse his hands in &
IS = (FIAr AT -BL01 L 1% = 141A) A@d=TFHF) baking sods ami water solution to newtralize any e
Ain - (Bls) :H—i?ﬂ; Tis = {518 '"*;'“"‘ maining acid solution.
- Zb3-T0L - ¥} a33-Sol)
g:; - ig:;:: ﬂ'?!-l!!l ;:In: - :ﬂgr 2AZ=- 230 The logic hare is that if nitric sacid saolution
3P = {402} 345 - D0 Bgor = Laydy TEI-ITI on swaba ia used by the police to collect particles,
@ = (&I7) TAT-Z75G BO3 - (9120 78A=FML4 then it can slao De used by the techhologist to !
2 = {a0r) 345-Uall Boa - (BUar PA7-1411 clasn his hands of thesa particles, Howsver, i &
T I e R g Rl % g U3 - (4430 Ban- L34l nirtric acid sslucion were not availrble. he =ould
A4 - [Fusr TEA-FLLL Blds - (120 B2E-IF901 sciub his hands and change his shirt Lmwedistely.
£1%5 = (405 23&-51c) BG7 - (4lbs 48T -3b41 Alao, Marvin <, said that if he found himeslf in
e - (3031 Z35-2300 BoR = {212 Z2&-S-487 a4 Sitpation whers thare is nd soap and water, and
A (A5 SdE- 1 34) Bermscs Ty whera fast action is celled for, he would pour gas—
Al = (412} &33-Wu BoF - (215} S3I4-433e pline on his hands., When gas sveporstas, 1t lsaves
413 = a7y FET-TE0 Pz - 317 283-TOST lsad and othar reaidues behind that would confuse
di4 = LALdr A4S g13 = 1813 fIE-78T) lab teasts. Then, when the Lab cests turpn up lots
A% - (419 FH-1i32 gia = (412) 5395600 of micro metal particlsa and the police gquestion
dis = I<dia) 487 -3Js40 15 = (237F S29= Tl him about i1e, he would tell them that he =as w=ork-
417 = 13140 H34- 3500 Bis - tBisr 273=27AI ing on the carburstor of his car. A very nice
418 = (%14) Bol-63%) Bl/ + (514} S4B-5731 alibl.
415 = {HL4] So-d-I345 BL9 - 15541 B&L-&391
s01 - {408 3a-sLSL i, - (61N AFI-ITEL For a mors detailsd pressntation, I refar the
o= (%0l S83-l861 Q02 =+ (9021 421-ALLW réader to "Chamicsl Criminslistics™ by A. Mashly
203 - 1300 4L -3dd0 P03 = MOL HvALisDi® and L. Strombarg (1961), published by Springee=
B4 = (F0d4r J45-93I0 P04 - {FI2F TBa-F111L Verlag, N.¥. Also coversed in detail ars the an=-
508 = (J0F) DIl oL = 1313 IE3-BaW alysis of drugs, sxpiosives, [ibers, and Cire in=
S, = (U a%F- 3835 907 - Mot Avaliabie vastigation. If your library dcesn’'t have this
A7 = L] FS D gy, = 1912} FRA4-941] book, ses Lf it i svailable on inter-library
Y aee e 213 - 1916} I73-0702 Loan.
e = TR . Fra « (3183 a71-@111 "
Ti3 = (s abd= 2347 - 1513 Bo@=-%01 Since our right tO bear arms (§ Deing slowly
Sret = (Wrar Bal-&IFL ::: - (AL Sas-LF41 legislited sway, this sall krown DusSper l'l::l.l:Ell'
T S i T e o T ik - TAFS) 23p-hlil #lOgENR L &N Appropriste note to closs on: H'"
e - (8 4T1-B112 Y18 = (¥1d) TB«-FLL guns ara cutlawed, only sutlaws will have guns.
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